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Abstract 

Artificial intelligence (AI), autonomous weapon systems, and automated 

command-and-control architectures are accelerating the tempo of warfare toward 

machine-speed OODA cycles measured in milliseconds. These developments challenge 

the foundational assumption of international humanitarian law (IHL) and regulatory 

instruments such as DoD Directive 3000.09 that human judgment can feasibly govern 

the use of force. The resulting strategic discontinuity arises when military effectiveness 

requires machine-speed autonomy while legal and institutional systems remain 

anchored in human-speed oversight and accountability. 

This article analyzes the structural nature of this discontinuity across temporal, 

doctrinal, organizational, and stability dimensions; demonstrates its real-world 

manifestations in missile-defense automation, algorithmically accelerated kill chains, 

and swarm-based distributed autonomy; and develops a governance framework for 

mitigating, though not resolving, the gap between human cognition and machine-tempo 

operations. The framework integrates risk-tiered autonomy, layered oversight 

architectures, machine-readable rules of engagement, auditability and reversibility 

requirements, and international confidence-building measures. Together, these 

pathways outline how meaningful human control and strategic stability may be 

preserved as warfare increasingly exceeds the temporal limits of human decision-

making. 

 

 

1. Introduction: The Collision of Technological Momentum and Legal Inertia 

AI-enabled warfare is not just an incremental technological upgrade. It constitutes 

a structural transformation in the conception, organization, and execution of military 

operations. Historically, the tempo of conflict has been bounded by human cognitive 

limits—the time required to perceive, interpret, decide, and act. In an emerging 

paradigm of algorithmic warfare, however, decision cycles increasingly operate at the 

tempo of distributed computing systems rather than human cognition. 

The shift from human-dominated to algorithmically driven decision-making is 

propelled by: 

• Exponential expansion of sensor coverage and resolution; 

https://orcid.org/0009-0008-0660-8232


• Automated and fused situational awareness; 

• Autonomous or semi-autonomous threat evaluation; 

• High-frequency engagements, including counter-drone and counter-missile 

operations; 

• Swarm-based, distributed, and self-organizing force structures. 

Yet, the normative environment remains anchored in assumptions that decisions 

should remain human-led, human-paced, and human-accountable. IHL principles of 

distinction, proportionality, and precaution depend on human reasoning, as do doctrines 

of command responsibility. DoD Directive 3000.09 reinforces these assumptions, 

prohibiting autonomous target selection without meaningful opportunities for human 

review. 

As a result, a widening gap has emerged between what future battlefields require 

for operational survivability and what legal systems demand for normative legitimacy. 

This article conceptualizes this gap as a strategic discontinuity and argues that 

governance innovation—rather than technological prohibition—is required to mitigate 

it. 

 

2. Technological Trajectory: From Human-led OODA to Algorithmic OODA 

2.1 OODA Loop Redistribution 

The traditional observe–orient–decide–act (OODA) loop, long regarded as the 

foundational cognitive model for military decision-making, is being systematically 

reconfigured by advances in AI-enabled sensing, processing, and autonomous action.  

At each stage of the cycle, technological capabilities increasingly rival or surpass 

human cognitive performance, redistributing decision authority from human operators 

to algorithmic systems. 

 

Table 1. Human-Led vs. Algorithmic OODA Loops 

OODA Stage Human-Led War Algorithmic War 

Observe Human interpretation of 

sensory input 

Multi-sensor fusion, real-time pattern 

recognition 

Orient Contextual reasoning, 

situational judgment 

Model-based threat evaluation, predictive 

analytics 

Decide Slow deliberative 

decision-making 

Automated or semi-autonomous decision 

generation 

Act Human-controlled 

weapons 

Autonomous effects delivered by drones, 

loitering munitions, robotic interceptors 

 

These developments indicate that AI’s natural trajectory is to expand into and 

progressively dominate the decision-making space traditionally occupied by humans. 

This evolution erodes human primacy not only in the execution of military effects but 

also in the more cognitively demanding phases of orientation and decision formulation. 

As algorithmic systems assume greater responsibility for threat interpretation, 

prioritization, and action selection, the human role risks being relegated to supervisory 

or post hoc evaluative functions, fundamentally altering the structure of command and 



control. 

Further, this trajectory prompts an unavoidable inquiry: will future warfare 

include scenarios where human beings are no longer physically present on the 

battlefield, and where engagements unfold almost exclusively among autonomous 

systems? 

It also raises a deeper question about the continued relevance and addressees of 

existing legal and doctrinal frameworks: upon whom, and in what sense, can 

obligations, accountability, and deterrent effects meaningfully operate in a 

battlespace increasingly populated by machines rather than human combatants? 

While the redistribution of cognitive and decision-making functions within the 

OODA loop illustrates how algorithmic systems are displacing human primacy, it does 

not yet explain why this transition accelerates once initiated. The move toward 

algorithmic dominance generates operational and strategic pressures that reinforce 

further automation, transforming incremental substitution into a path-dependent, self-

amplifying process. 

 

2.2 Self-Accelerating Dynamics of Military AI 

AI-enabled military systems evolve through a set of mutually reinforcing, path-

dependent dynamics that accelerate the transition toward algorithmic dominance in 

decision-making: 

1. Performance Pressure: Once a military actor deploys machine-speed decision 

systems, competitors experience strategic compulsion to adopt similar 

capabilities to avoid tactical inferiority and degraded deterrence credibility. 

Machine-speed decision-making thus becomes a competitive necessity rather 

than an optional enhancement. 

2. Automation Compression: Advances in sensing, processing, and autonomous 

execution compress end-to-end kill chains, reducing or eliminating viable 

windows for human intervention. As the temporal space for deliberate human 

judgment narrows, autonomy becomes structurally required to maintain 

operational effectiveness. 

3. Scale-Driven Necessity: Swarm architectures and distributed operations 

expand the number, tempo, and simultaneity of engagements to levels that 

exceed human cognitive and command-and-control capacity. At such scales, 

centralized human micro-management becomes impossible, and algorithmic 

coordination becomes the only feasible mode of operation. 

Collectively, these dynamics create a self-accelerating trajectory in which human-

speed warfare becomes increasingly untenable in high-intensity or time-sensitive 

conflict environments. The result is a strategic environment where the adoption of 

autonomy is driven not only by opportunity but by necessity, reshaping both battlefield 

conduct and the institutional logic of military power. 

 

2.3 Defining Machine-Speed OODA 

The discussions of “machine-speed warfare” often remain metaphorical unless 

tied to an explicit temporal and functional definition. For analytical clarity, this paper 



defines machine-speed OODA loops as decision cycles in which the observe–orient–

decide–act sequence is executed at timescales below the threshold of meaningful 

human cognitive intervention.  

In contemporary systems, this often occurs on the order of tens of milliseconds in 

certain defensive and fire-control contexts, involving sensor fusion, target classification, 

threat prioritization, and automated engagement functions driven by hardware-

accelerated inference, tracking algorithms, and closed-loop fire-control architectures.  

By contrast, human-speed OODA loops require seconds to minutes, reflecting 

biological limits in perception, interpretation, and deliberation, as well as procedural 

constraints such as communication, verification, and supervisory approval.  

The two temporal regimes are not simply different in degree, but in kind: the 

shorter machine-speed loop structurally precludes synchronous human participation. 

Operationally, machine-speed OODA can also be distinguished by its functional 

properties, which include: 

(1) Continuous, high-frequency sensing, typically 10–1000 Hz; 

(2) Automated orientation functions, such as real-time pattern recognition, 

confidence scoring, or predictive threat modeling; 

(3) Decision outputs generated through deterministic or statistical algorithms, 

rather than human judgment processes; and 

(4) Immediate actuation by autonomous or semi-autonomous effectors within 

predefined safety envelopes. 

These characteristics together constitute a regime in which autonomy is not merely 

a design feature but an operational necessity. Defining machine-speed OODA in this 

explicit, measurable manner clarifies why human-speed oversight becomes infeasible 

within certain engagement windows, and it grounds the subsequent analysis of strategic 

discontinuity, responsibility gaps, and stability risks in following Sections 4 and 5. 

 

3. International Law and DoD 3000.09: A Framework Built for Human-Speed 

Warfare 

3.1 Human Judgment at the Core of IHL 

International humanitarian law (IHL) is built upon the presumption that human 

judgment is both indispensable and temporally feasible within the decision cycles of 

armed conflict. While IHL is formally agnostic to decision-makers, its doctrines of 

distinction, proportionality, and precaution presuppose forms of contextual judgment 

historically exercised by humans. Its core principles require forms of reasoning that are 

inherently interpretive, contextual, and anticipatory: 

• Distinction requires semantic assessment and contextual interpretation to 

differentiate combatants from civilians and civilian objects (ICRC, 2015). 

• Proportionality requires predictive evaluation of the expected civilian harm 

relative to the anticipated military advantage, an exercise in human-centric risk 

balancing. 

• Precaution requires commanders to anticipate risks and adopt feasible 

measures to prevent or minimize incidental harm, presupposing deliberate 

human reasoning and situational judgment. 



• Command responsibility requires that commanders maintain foreseeability, 

oversight, and effective control over subordinates, including, in contemporary 

contexts, the systems and autonomous functions they deploy (Crootof, 2015). 

These principles collectively assume human-speed deliberation and the 

cognitive bandwidth necessary to understand and evaluate context, intention, and 

consequence. They do not envision decision cycles unfolding in milliseconds, nor do 

they provide mechanisms for assessing or constraining autonomous systems operating 

at machine tempo. As a result, the accelerating shift toward algorithmic decision-

making exposes a fundamental temporal mismatch between the assumptions of IHL and 

the operational realities of machine-speed warfare. 

While IHL presupposes human judgment as the locus of compliance, practice 

suggests that human-speed control is not a guarantee of lawful or stable conduct. In 

high-intensity operations, Human-led OODA cycles are routinely degraded by 

cognitive overload, fragmented situational awareness, stress-induced heuristic 

decision-making, and organizational compression within complex command chains. 

These conditions generate well-known failure modes—misidentification, over-reliance 

on incomplete ISR feeds, inconsistent proportionality assessments, and procedural 

shortcuts under time pressure—that can undermine distinction, proportionality, and 

precaution even when humans remain nominally “in control.” The governance 

challenge, therefore, is not simply that machines outpace humans, but that human-speed 

decision-making itself exhibits systematic vulnerabilities under precisely the 

operational conditions where legality and escalation control matter most. 

Accordingly, the objective of autonomy governance cannot be to “restore” an 

idealized human-centered model of control, but to design institutional and technical 

mechanisms that reduce predictable failure modes—whether human or algorithmic—

under time-compressed conflict conditions. 

 

 

3.2 DoD Directive 3000.09 and the Institutional Logic of Human Control 

DoD Directive 3000.09 codifies the United States’ commitment to maintaining 

meaningful human control (MHC) over autonomous and semi-autonomous weapons. 

Its requirements reflect an institutional logic grounded in human-speed oversight and 

accountability. Specifically, the Directive mandates that: 

• Autonomous systems may not independently select and engage targets 

without an opportunity for human review and intervention (DoD, 2012/2020). 

• Human operators must retain predictable, understandable, and 

controllable authority over the behavior of deployed systems. 

• Highly autonomous systems must incorporate human-in-the-loop or 

human-on-the-loop mechanisms, ensuring the possibility of supervisory 

judgment during critical phases of operation. 

Although the 2023 revision of DoD Directive 3000.09 reflects increased flexibility 

toward autonomous functions, its institutional logic remains grounded in assumptions 

of temporally feasible human judgment. While normatively coherent within a human-

centered regulatory paradigm, these requirements become operationally infeasible in 



machine-speed combat environments. When engagement windows collapse to 

milliseconds, opportunities for genuine human deliberation effectively disappear. The 

result is that human intervention, at least at the tactical decision point, risks becoming 

symbolic rather than substantive, a form of legal fiction that satisfies doctrinal 

expectations but fails to correspond to the temporal realities of algorithmic conflict 

(Scharre, 2018). 

Consequently, Directive 3000.09 unintentionally reinforces the temporal 

mismatch between U.S. military doctrine and emerging modes of warfare. Its insistence 

on human-speed oversight preserves normative legitimacy but constrains operational 

viability, thereby exposing a strategic tension at the heart of contemporary autonomy 

governance: the requirement for meaningful human control persists precisely as 

the technological conditions that make such control meaningful are eroding. 

Further, beyond the U.S. regulatory framework, autonomous weapon systems 

remain under active discussion within the United Nations Convention on Certain 

Conventional Weapons (CCW), particularly in the Group of Governmental Experts 

(GGE) on Lethal Autonomous Weapon Systems (LAWS). These debates have produced 

recurring formulations emphasizing human responsibility, predictability, and 

compliance with IHL, yet they stop short of establishing binding norms or technical 

thresholds for autonomy. Given their state-driven and consensus-based nature, CCW 

processes have been slow to address the temporal challenges posed by machine-speed 

decision cycles. This article therefore focuses on IHL and DoD Directive 3000.09 as 

operationally salient governance regimes, while recognizing that multilateral 

negotiations remain an important—if currently insufficient—venue for norm 

development. 

 

3.3 Scholarly Debates over MHC  

The concept of MHC has become a central framework in academic, legal, and 

policy debates on autonomous weapon systems. Although widely invoked, its precise 

contours remain contested. Existing scholarship highlights three interrelated themes: 

the functional threshold of human involvement, the locus of accountability, and 

the temporal feasibility of human decision-making in machine-speed warfare. 

 

(1) Functional Thresholds of Human Judgment 

Crootof (2015) argues that MHC requires more than human presence or superficial 

authorization; it requires that humans retain the ability to understand, predict, and 

influence system behavior in a substantively meaningful way. This includes cognitive 

access to decision pathways and the capacity to alter or halt system actions. As 

autonomy increases and decision processes become more opaque or rapid, these 

thresholds become progressively harder to guarantee. 

 

(2) Accountability and the Attribution Problem 

Horowitz (2019) and others emphasize that MHC supports the traditional 

accountability architecture of armed conflict: commanders remain legally responsible, 

and states remain accountable under IHL. Yet as algorithmic systems take over more 



orientation and decision functions, commanders’ ability to foresee or control system 

behavior diminishes. This generates an “accountability gap”, wherein responsibility 

is formally assigned to humans but operationally displaced to opaque machine 

processes. 

 

(3) Temporal Feasibility Under Machine-Speed Conditions  

Roff (2016), Scharre (2018), and Santoni (2021) highlight the inherent temporal 

mismatch between MHC and machine-speed warfare. When autonomous systems 

operate on micro-temporal engagement windows, human oversight risks becoming post 

hoc rather than preventive. In these conditions, human supervision may satisfy 

procedural doctrine without imposing real ethical or operational constraint, reducing 

MHC to a procedural fiction. 

 

(4) Emerging Consensus and Persistent Ambiguities 

Despite differing emphases, the literature converges on a key insight: MHC is not 

merely about whether humans participate, but how, when, and with what epistemic 

access they intervene. Scholars increasingly argue that MHC must be reconceptualized 

for a battlespace characterized by distributed sensing, autonomous coordination, and 

compressed kill chains. Proposed directions include shifting MHC “upstream” into 

system design, testing, and deployment (Santoni, 2021), and requiring auditability and 

machine transparency as functional substitutes for direct human oversight (Roff, 2016). 

 

Together, these scholarly debates illuminate a central tension for modern 

governance: the legal and ethical requirement for human control persists, even as 

the operational conditions that once made such control meaningful rapidly erode. 

MHC thus functions less as a stable doctrine than as a contested boundary between 

human agency and autonomous decision-making—a boundary increasingly challenged 

by machine-speed conflict and the accelerating redistribution of the OODA loop. 

 

In sum, the legal principles of international humanitarian law, the institutional 

requirements embedded in DoD Directive 3000.09, and the scholarly debates 

surrounding meaningful human control reveal a common structural constraint: each 

rests on assumptions of human-paced cognition, oversight, and accountability that 

are increasingly incompatible with machine-speed operational realities. As 

autonomous systems expand into the orientation and decision phases of the OODA loop, 

the temporal and epistemic foundations that once enabled effective human control erode, 

leaving regulatory frameworks misaligned with the evolving character of warfare. 

This widening temporal and functional gap between normative expectations and 

technological practice does not merely produce compliance challenges; it generates a 

deeper strategic discontinuity—a structural divergence between the operational 

demands of algorithmic conflict and the human-centered doctrines designed to govern 

the use of force.  

 

4. Strategic Discontinuity: A Structural Mismatch Between Machine and Human 



Tempos 

This paper defines the strategic discontinuity as: 

A structural mismatch that arises when military effectiveness increasingly 

depends on machine-speed autonomy, while legal, doctrinal, and institutional 

systems continue to mandate human-speed oversight and accountability. 

This discontinuity is not simply a friction between law and technology. Rather, it 

reflects a deeper transformation in the temporal, cognitive, and organizational 

foundations of warfare. Its effects manifest across several interrelated dimensions, each 

reinforcing the growing divergence between machine-paced operations and human-

centered governance. 

While existing analytical frameworks, such as the “responsibility gap” in 

autonomous systems (Crootof, 2015) and the “flash war” or acceleration problem 

(Scharre, 2018), capture important facets of algorithmic warfare, they remain 

individually insufficient to characterize the structural transformation described here. 

The responsibility gap highlights failures of foreseeability and control; acceleration 

theory addresses temporal compression that outpaces human cognition. Both are 

valuable but single-dimension accounts. 

Unlike existing accounts that isolate speed, accountability, or escalation as discrete 

problems, strategic discontinuity captures the co-evolutionary breakdown of tempo, 

authority, and legitimacy as a single systemic condition. 

By contrast, the strategic discontinuity proposed in this article denotes a broader 

and more systemic misalignment. It emerges from the simultaneous divergence of 

four foundational pillars of military power: 

(1) Tempo—the widening separation between machine-speed OODA loops and 

human-speed deliberation; 

(2) Organizational Structure—the incompatibility between hierarchical 

command systems and distributed autonomous operations; 

(3) Strategic Stability—the erosion of deterrence logic as escalation unfolds at 

machine tempo; and 

(4) Doctrinal Legitimacy—the persistence of human-centric legal regimes unable 

to govern algorithmic decision chains. 

Strategic discontinuity thus represents not simply a failure of accountability or 

speed, but a multi-domain structural mismatch spanning technology, law, operations, 

and strategy. 

Crucially, this framework reframes autonomy governance. The core challenge is 

not merely that humans cannot intervene quickly enough, nor that responsibility 

becomes diffuse, but that the entire architecture of authority, meaning, and control 

in warfare, including command responsibility, escalation management, and legal 

compliance, was built for human-speed conflict. Machine-speed operations undermine 

these architectures at their foundations. The discontinuity is therefore constitutive 

rather than incidental, requiring conceptual and institutional redesign rather than 

incremental doctrinal adjustment. 

 

4.1 Tempo Asymmetry 



Machine-speed OODA cycles unfold in milliseconds, whereas human perception, 

orientation, and decision-making operate orders of magnitude slower. As autonomous 

systems increasingly dominate high-tempo engagements, humans become structural 

bottlenecks, slowing reaction times and introducing points of tactical vulnerability. 

Under these conditions, survival and mission success increasingly depend on delegating 

greater decision authority to algorithmic agents, thereby pushing operational tempo 

beyond the human cognitive envelope. 

 

4.2 Responsibility Gaps 

When humans cannot meaningfully understand, anticipate, or veto machine 

decisions, traditional doctrines of responsibility—rooted in foreseeability and control—

become difficult to apply. Algorithmic opacity, non-linear decision pathways, and 

distributed autonomy weaken the link between human intent and system behavior. As 

a result, command authority is eroded, and legal and ethical accountability frameworks 

face systemic strain, producing what scholars identify as an expanding “accountability 

gap.” This gap deepens as algorithmic systems increasingly shape the orientation and 

decision phases of military operations. 

 

4.3 Operational Effectiveness vs. Legal Compliance 

States operating in machine-speed environments face a strategic dilemma: 

• Maintain human control, and risk losing tactical advantage in high-tempo 

engagements; or 

• Adopt machine-speed autonomy, and risk violating established legal norms 

governing the use of force. 

This tension forces policymakers and military planners to confront whether 

existing legal frameworks can realistically govern algorithmic conflict, or whether new 

modalities of compliance, oversight, and auditability must be developed to reconcile 

operational necessity with normative legitimacy. The dilemma is structural rather than 

episodic, and it becomes more acute as autonomy permeates deeper into the decision 

cycle. 

 

4.4 Organizational Disruption 

Machine-speed warfare destabilizes command structures traditionally premised on 

human-paced information processing and centralized authority. As autonomous and 

distributed systems proliferate, militaries are compelled to evolve toward flatter, more 

decentralized, and algorithmically coordinated architectures. This organizational 

transformation challenges established roles, operational cultures, and civil-military 

relations, requiring new competencies in human–machine teaming, AI oversight, and 

distributed command. The shift represents not merely technological modernization but 

a deeper reconfiguration of how militaries plan, fight, and exert authority. 

 

4.5 Strategic Stability and Escalation Risks 

The rise of machine-speed decision-making introduces profound challenges for 

strategic stability. Classical frameworks of deterrence, crisis signaling, and escalation 



control assume that state actors possess both the cognitive time and the situational 

awareness to interpret adversary behavior, evaluate intent, and modulate responses. 

Algorithmic warfare disrupts these assumptions in several critical ways: 

(1) Compression of Crisis Decision Windows 

Autonomous systems detect, classify, and respond to threats faster than humans 

can interpret events. As engagement windows collapse, the likelihood increases that 

ambiguous or false-positive signals trigger escalation before political or military leaders 

can intervene (Scharre, 2018). 

(2) Algorithmic Misperception and Emergent Interactions 

AI systems may misclassify adversary actions or behave unpredictably due to 

training biases, incomplete data, or adversarial manipulation. Mutual interaction among 

autonomous agents can generate emergent escalation dynamics beyond human 

foresight (Horowitz, 2019). Such misperception occurs at machine tempo, leaving little 

room for correction. 

(3) Reduced Transparency and Higher Signal Ambiguity 

Distributed autonomous operations obscure strategic intent and complicate 

signaling. Actions taken by machine-speed systems may not reflect political 

preferences, creating gaps between state intent and system output, and complicating 

adversary interpretation. 

(4) Erosion of Escalation Control Mechanisms 

Traditional tools of escalation control—deliberate pauses, diplomatic channels, 

proportional response options—presume human deliberation. Autonomous systems, 

particularly adaptive or reinforcement-learning agents, lack inherent mechanisms for 

calibrated restraint and may escalate horizontally or vertically without authorization. 

(5) Incentives for Preemption and Speed Dominance 

In environments where speed determines survivability, states may feel compelled 

to strike first, delegate earlier, or automate more deeply in order to avoid falling 

behind in a rapidly unfolding engagement cycle. This dynamic reverses classical 

deterrence logic and increases the risk of inadvertent escalation. 

Algorithmic warfare thus challenges both crisis stability and deterrence stability, 

increasing the probability that conflicts begin unintentionally, escalate unpredictably, 

and outpace human governance structures. The strategic discontinuity identified 

earlier—where human-speed oversight cannot meaningfully govern machine-speed 

operations—translates directly into heightened escalation risks and a more volatile 

international security environment. Without new governance mechanisms to manage 

autonomous interactions, machine-speed conflict may systematically undermine the 

stability that traditional legal and doctrinal frameworks were designed to preserve. 

 

In sum, the strategic discontinuity produced by the widening divergence between 

machine and human tempos cannot be resolved by preserving legacy legal 

interpretations or by modest adjustments to existing doctrines. Instead, it demands a 

fundamental rethinking of how military effectiveness, accountability, and normative 

legitimacy can coexist in an era where decision cycles increasingly exceed the limits of 

human cognition.  



 

5. Case Studies: Real-World Manifestations of Strategic Discontinuity 

The following cases examined in this section are not intended as exhaustive 

empirical studies but as illustrative vignettes drawn from widely reported operational 

systems and contemporary conflicts, including Aegis, Iron Dome, Patriot, and open-

source documentation of the Russia–Ukraine war.  

They were selected to represent three distinct operational patterns in which 

machine-speed dynamics become unavoidable:  

(1) automated defensive engagements with sub-second reaction requirements,  

(2) algorithmically accelerated kill chains in live conflict environments, and  

(3) large-scale distributed autonomy exemplified by swarm experimentation.  

Taken together, these cases provide a conceptually representative sampling of how 

strategic discontinuity manifests across different mission profiles, without claiming 

comprehensive coverage of all autonomous systems in use. 

 

5.1 Automated Air and Missile Defense: Aegis, Iron Dome, and Comparable 

Systems 

Automated air and missile defense systems, such as Aegis Combat System, Iron 

Dome, Patriot PAC-3, and emerging counter-UAS interceptors, represent the clearest 

instantiation of tempo-driven strategic discontinuity. These systems operate within 

reaction windows measured in milliseconds to low tens of milliseconds, rendering 

human intervention cognitively and procedurally infeasible. Their architecture relies on 

continuous high-frequency sensor fusion, automated threat classification, and near-

instantaneous firing sequences that close the OODA loop at machine-speed. 

In this operational context, human operators technically remain “on the loop,” but 

their supervisory role is functionally decoupled from the decisive temporal thresholds: 

by the time a human could interpret the radar picture, the system has already 

intercepted—or failed to intercept—the incoming threat. This produces a tempo 

asymmetry in which human-speed oversight becomes symbolic rather than substantive. 

The system works because autonomy dominates the OODA loop; it fails if autonomy 

is slowed to accommodate human decision-making. These systems remain legally 

authorized through pre-delegation and bounded defensive ROE, yet their operational 

logic illustrates how human control shifts upstream rather than remaining 

contemporaneous. 

Legally, however, these systems still exist under frameworks presupposing 

deliberate human judgment. This produces a doctrinal gap: IHL and domestic rules such 

as DoD Directive 3000.09 assume temporally feasible human control, whereas 

defensive intercept technologies structurally require its absence (Scharre, 2018). Air 

and missile defense therefore constitute not just early adopters of autonomy, but 

mechanistic demonstrations of strategic discontinuity—where operational effectiveness 

depends on violating human-speed assumptions embedded in existing law. 

 

5.2 Autonomous Kill Chains in the Russia–Ukraine Conflict 

The Russia–Ukraine war provides a contemporary example of algorithmically 



expanded orientation and decision functions, revealing the second mechanism through 

which strategic discontinuity manifests: the migration of cognitive tasks from humans 

to machines across distributed kill chains. Ukraine’s integration of AI-assisted target 

identification, automated geolocation systems, semi-autonomous loitering munitions, 

and networked UAV strike packages demonstrates how machine-speed processes shape 

tactical and operational outcomes. 

Here, the defining feature is not fully autonomous engagement, but the algorithmic 

acceleration of the orientation and decision phases of the OODA loop. Human operators 

still authorize general missions or define high-level intent, but micro-decisions—target 

selection within a cluster, strike timing, flight-path adaptation, or avoidance 

maneuvers—are increasingly delegated to algorithms due to temporal constraints and 

cognitive overload. This reallocation reflects organizational displacement, where 

distributed autonomy substitutes for hierarchical command because the latter cannot 

match the pace or volume of required micro-decisions. 

The legal and doctrinal implications are profound. Responsibility formally resides 

with commanders who authorize strikes, yet algorithmic systems execute task 

components that commanders cannot meaningfully foresee or veto in real time—a 

classic responsibility gap (Horowitz, 2019). The Ukraine conflict therefore 

demonstrates strategic discontinuity as a de facto operating condition: when adversaries 

move too quickly and engagements are too numerous, autonomy is no longer a choice 

but an operational compulsion. 

 

5.3 Swarm Experimentation and Large-Scale Distributed Autonomy 

Swarm experimentation conducted by the United States, China, Turkey, Israel, and 

the United Kingdom reveals a third mechanism underlying strategic discontinuity: the 

emergence of large-scale, distributed autonomous systems whose collective behavior 

cannot be governed through traditional human-centric command models. These 

swarms—composed of dozens to hundreds of UAVs—operate as multi-agent systems 

that conduct sensing, maneuvering, and engagement through algorithmic coordination 

rather than centralized human direction. 

At swarm scale, the central challenge is not operator latency but organizational 

infeasibility. No human commander can monitor, interpret, and direct the actions of 

100+ autonomous agents acting simultaneously across multiple axes of operation. 

Decision-making becomes decentralized by necessity, migrating into the swarm’s 

internal coordination algorithms. The results include emergent behaviors—adaptive 

routing, target selection prioritization, cooperative saturation attacks—that are not 

directly pre-scripted by human designers. 

This dynamic illustrates the extreme boundary of strategic discontinuity. Human-

speed doctrinal assumptions—foreseeability, controllability, meaningful oversight—

cannot be mapped onto algorithmic systems whose decision cycles, interaction 

frequencies, and coordination structures operate beyond human cognitive capacity. The 

swarm case therefore represents a mathematically and organizationally unavoidable 

form of autonomy, where human governance must shift from real-time control toward 

ex ante constraint-setting and ex post auditability. 



 

Across the three cases, a consistent pattern emerges: machine-speed processes 

dominate precisely where operational necessity is highest. Air and missile defense 

demonstrates tempo-driven autonomy; the Ukraine kill chain illustrates cognitive 

redistribution within hybrid human–machine systems; and swarm operations reveal the 

organizational limits of human command. Each case embodies a distinct mechanism of 

strategic discontinuity—tempo asymmetry, organizational displacement, doctrinal 

mismatch, and escalation risk, showing that the divergence between machine-speed 

warfare and human-speed governance is no longer theoretical but operationally 

entrenched. As military effectiveness increasingly depends on algorithmic acceleration, 

legal and doctrinal frameworks grounded in human cognition and accountability lag 

ever further behind. 

 

6. Policy and Governance Pathways for Reconciling Machine-Speed Warfare with 

Human Control 

Governing machine-speed warfare requires a conceptual and institutional 

transformation unprecedented in the history of military regulation. Unlike earlier 

technological revolutions—nuclear, space, or cyber—algorithmic warfare does not 

merely extend human capability; it alters who or what performs the critical cognitive 

functions of war. Because machine-speed OODA cycles structurally exceed the limits 

of human cognition, governance must shift from regulating individual decisions to 

shaping the architectures, constraints, and oversight mechanisms through which 

autonomous systems operate. 

The following pathways propose a scalable and interoperable governance 

framework that preserves meaningful human authority while acknowledging the 

operational inevitability of machine-speed execution. 

 

6.1 Risk-Tiered Autonomy 

A central weakness of current regulatory approaches is their reliance on binary 

distinctions: “autonomous” versus “not autonomous.” In machine-speed warfare, such 

distinctions lack operational relevance. A risk-tiered autonomy framework offers a 

more nuanced and mission-specific approach. 

• Tier 1: Low-Risk Autonomy: Machine-speed autonomous action is permitted, 

particularly in scenarios involving missile and rocket interception, counter-UAS 

operations, or defense against saturation attacks. Human oversight remains 

nominal but not tactically feasible. 

• Tier 2: Medium-Risk Autonomy: Human supervisory control (“human-on-

the-loop”) is required in contexts such as: maritime interception, border defense, 

or high-value asset protection. Humans retain veto authority, but autonomy 

handles rapid micro-decisions. 

• Tier 3: High-Risk Lethal Autonomy: Strict human decision authority 

(“human-in-the-loop”) is required for: deliberate target selection, pre-planned 

strikes against human combatants, or engagements with potential for high 

collateral damage.  



This tiered approach replaces blanket prohibitions with risk-informed, context-

dependent oversight, enabling operational flexibility while safeguarding core 

normative principles.  

Yet, the classification of systems into risk tiers is itself politically fraught: states 

may under-classify their own platforms to maximize operational freedom or over-

classify competitors’ systems to constrain or delegitimize rival autonomy programs. 

Accordingly, any risk-tier architecture requires both intrastate transparency in how 

systems are assessed and interstate verification mechanisms to reduce opportunities for 

strategic manipulation and maintain the credibility of the framework. 

 

6.2 A Layered Human Oversight Architecture 

To preserve human authority without sacrificing the advantages of machine-speed 

execution, states should adopt a three-level oversight architecture that maps human 

control to the stages of military decision-making. 

• Strategic-Level Human Control: Humans determine: mission goals, rules of 

engagement (ROE), authorized target categories, and permissible autonomy 

tiers. This ensures that political and legal accountability remain grounded in 

human judgment. 

• Operational-Level AI Optimization: Algorithms manage: resource allocation, 

threat forecasting, route and timing optimization, and prioritization of sensor 

and platform tasks. Human commanders supervise system logic and constraints 

rather than individual engagements. 

• Tactical-Level Machine-Speed Autonomy: Autonomous systems execute 

engagements under: pre-defined constraints, validated A-ROE parameters, and 

bounded operational envelopes.  

This layered framework aligns human legal accountability with machine tactical 

tempo, maintaining coherence between doctrinal expectations and operational realities.  

However, layered oversight presupposes organizational maturity, disciplined 

implementation, and a stable civil–military decision structure. In fragmented command 

environments—or where political leadership is weak or inconsistent—the layers may 

erode or collapse, producing de facto machine-led operations even when human 

authority is preserved only nominally. 

 

6.3 Algorithmic Rules of Engagement (A-ROE) 

To translate human norms into machine-executable logic, states should develop A-

ROE, a technical encoding of legal and doctrinal constraints. A-ROE should include: 

• Trigger Conditions: Conditions under which autonomy may initiate 

engagement. 

• Contextual Legal Constraints: Encoded interpretations of distinction, 

proportionality, and precaution. 

• Automated Audit Logs: Tamper-proof traces for post-hoc review. 

• Fail-Safe Thresholds: Conditions triggering reversion to human control. 

• Negative Lists: Prohibited target classes, environments, or operational contexts. 

A-ROE serve as the procedural hinge between IHL and machine-speed execution. 



Yet machine-encoded ROE risk compressing inherently contextual legal judgments into 

rigid operational thresholds. Efforts to translate proportionality, precaution, or 

distinction into discrete parameters may obscure the interpretive nuance these 

principles require, producing a false sense of legal compliance even when algorithmic 

behavior only approximates—rather than truly satisfies—the normative standards of 

IHL. 

  

6.4 Auditability, Explainability, and Reversibility 

To maintain political and legal accountability in machine-speed contexts, 

autonomous systems must incorporate mechanisms for: 

• Auditability: Systems must record decision inputs, processing pathways, and 

outputs through secure logs, data provenance tracking, and post-engagement 

transparency protocols. 

• Explainability: Operators and legal authorities must be able to reconstruct why 

a system engaged, including confidence scores, classification pathways, and 

constraint checks. Explainability mitigates the accountability gap inherent in 

algorithmic opacity. 

• Reversibility: Humans must retain the capacity to override system behavior, 

suspend autonomy under abnormal conditions, and retract or abort engagements 

within feasible windows.  

These mechanisms collectively preserve meaningful human governance in 

environments where direct human control is not temporally feasible. Yet explainability 

and high-performance autonomy are often in structural tension. Systems optimized for 

speed, adaptability, and emergent behavior, particularly those relying on reinforcement 

learning or distributed swarm architectures—tend to sacrifice transparency for 

performance. Their decision pathways may resist post hoc reconstruction or yield only 

coarse approximations of underlying logic. As a result, machine-speed systems 

introduce a governance–performance trade-off that cannot be fully resolved: the more 

effective the autonomy becomes, the less epistemic access humans possess to its 

internal reasoning. 

 

 

6.5 International Norm Development and Confidence-Building Measures 

Considering multiple states are simultaneously adopting AI-enabled military 

systems, strategic stability requires coordinated norm development and 

transparency measures. Key measures include: 

• Transparency Standards: States voluntarily disclose categories of 

autonomous systems deployed, governance safeguards, and conditions for 

enabling lethal autonomy. 

• Multinational Validation of A-ROE: Shared testing protocols and validation 

exercises help build confidence that autonomous systems comply with IHL and 

strategic stability norms. 

• Common Standards for Human Control and Risk Tiers: Developing 

interoperable standards reduces misunderstanding and helps stabilize 



expectations among adversaries. 

• Incident Reporting and De-escalation Mechanisms: Much like nuclear 

reporting frameworks, states should agree to notify significant AI-related 

incidents or unintended autonomous engagements. 

These measures approximate the stabilizing function of Cold War–era nuclear 

CBMs but adapt that logic to the distributed, non-linear, and rapid-cycle character of 

autonomous systems.  

Their effectiveness, however, will depend on sustained political will: in periods of 

great-power rivalry, incentives for opacity and competitive acceleration may erode 

compliance or limit the scope of shared transparency. Even so, coordinated norms and 

reporting mechanisms remain one of the few viable tools for reducing misperception, 

lowering escalation risks, and maintaining stability in an increasingly automated 

battlespace. 

 

6.6 Governance Under Structural Discontinuity  

As no governance architecture can fully reconcile millisecond-level decision 

cycles with doctrines built for human cognition, the goal is mitigation rather than 

resolution. 

These governance pathways do not eliminate the strategic discontinuity diagnosed 

in Section 4. Machine-speed autonomy will continue to outpace human cognitive 

capacity, challenging doctrines rooted in human-centered decision-making. 

However, the frameworks presented here can narrow the discontinuity to a 

governable domain by: 

• relocating human authority to design, authorization, and constraint-setting 

rather than tactical execution; 

• shifting legal oversight from real-time control to ex ante validation and ex post 

auditability; 

• embedding stability mechanisms capable of operating at machine tempo. 

In doing so, these pathways offer a pragmatic foundation for retaining human 

responsibility while acknowledging the operational inevitability of autonomous, 

distributed, machine-speed conflict. 

They mark not the end of strategic discontinuity, but the beginning of a governance 

architecture capable of systematically managing—rather than denying—the structural 

transformation of warfare. The objective is therefore not reconciliation in a strong sense, 

but sustained mitigation under structural constraint. 

 

Conclusion 

AI-enabled warfare compels a fundamental confrontation between two temporal 

regimes: the machine-speed tempo of autonomous systems and the human-paced 

cognitive and legal structures that have historically governed the use of force. As 

demonstrated throughout this study, this divergence is not merely technological—it is 

conceptual, institutional, and strategic. International humanitarian law, doctrines of 

command responsibility, and regulatory instruments such as DoD Directive 3000.09 

rest on assumptions of human-led, human-paced decision-making. Yet the operational 



dynamics of modern conflict increasingly demand algorithmic execution at speeds 

beyond human cognition. 

This widening gap constitutes a strategic discontinuity: a structural mismatch that 

threatens military effectiveness, legal accountability, and strategic stability. The central 

challenge of the coming decade is therefore not how to halt or slow technological 

evolution, but how to redesign governance frameworks capable of operating coherently 

within machine-speed environments. 

To address this discontinuity, states must build governance systems that 

simultaneously: 

⚫ Preserve tactical effectiveness by enabling machine-speed OODA loops 

where operational necessity requires it; 

⚫ Uphold legal and ethical norms by embedding meaningful forms of human 

control through architectural, procedural, and normative safeguards; 

⚫ Maintain strategic stability in a competitive environment where multiple 

actors are deploying autonomous capabilities with varying levels of 

transparency, reliability, and doctrinal constraint. 

The analysis presented here suggests that no single mechanism, neither traditional 

human-in-the-loop control nor blanket prohibitions on autonomy, can satisfy these 

demands. Instead, what is required is a hybrid governance paradigm: one that couples 

algorithmic efficiency with human authority, machine-speed execution with human-

defined constraints, and distributed autonomy with institutionalized accountability. 

Such a paradigm involves: 

• Risk-tiered autonomy frameworks to calibrate oversight by mission context; 

• Layered human control architectures that align human oversight with 

feasible cognitive roles; 

• Algorithmic Rules of Engagement (A-ROE) capable of translating legal 

norms into machine-readable constraints; 

• Transparency, auditability, and reversibility mechanisms that preserve 

accountability after machine-speed engagements; 

• International confidence-building measures and norm development to 

mitigate escalation risks and avoid destabilizing autonomy races. 

Failure to adopt such governance innovations will deepen the strategic 

discontinuity. States that cling to exclusively human-speed doctrines risk operational 

paralysis. States that embrace unconstrained machine-speed autonomy risk legal and 

moral delegitimation—and heightened escalation dangers. The space between these 

extremes is where viable and responsible military governance must be constructed. 

Machine-speed warfare is inevitable. Meaningful governance is a choice. 

Whether the international community embraces that choice will determine not only the 

legitimacy of future military operations, but the stability of the global security 

environment itself. 
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